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! System Development Life Cycle
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2 |dentification Requirements

® Authentication Requirements

* Authorization Requirements

® Immunity Requirements

® Integrity Requirements

" Intrusion detection Requirements
® None-repudiation Requirements
® Privacy

10 Availability

M Integrity
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! Requirement Engineering
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! Risk Analysis
2 Model-driven Engineering
% Confidentiality, Integrity, Availability
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! Machine Learning Based System

2 Data Flow Diagrams

% Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service

* Adversarial Machine Learning
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® Unified Modeling Language
® Information Security Management System
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! Model-Based System Engineering

2 Unified Architecture Framework

¥ The combined harm assessment of safety and security for
information systems

* Systems Modeling Language
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! Security quality requirement engineering
2 Privacy

® Accountability

* Confidentiality

® Integrity

§ Authentication
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2 principle of Perceptual Discriminability
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! Application Programming Interface
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